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.Aﬁ\neﬁ.ne\:work Jayer oF - . rou’ce_r Ca\’\SlSES =
_of kwo parks: chl:rol _plane _and data

._,k_‘iplan ST S

o con\:rol ?lane n? rcmtﬁr has rou\:mg -
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- verify c.lneckSum in lmk header o? ’Frame -
» .&Qcapsula_be,_l.;,nk _,,header From Frame = ,Pkfb,,

- Ne\:worb& Layer:
~Nerify checksum n IP \r\eader o? ?k\:

. Route iia Qu.eue

- lookup roukting ’Cable Yo dekern‘nne

_appropriate oubtput ‘nterface for p___k!_:_ ;
. add output interface to pkkt

- queue pkk zfter RED (Random Early
_Detection) processing. See nexk




RED (Random Earlg_Dehect ion) Queuesbé

o da REQ s sPec.iFiéfd _using 3 ,Par,amekets:,
-3 \,Pro.bab'\“h.é P
- Min BSEE.S E
|

-maux Bytes

@
Pkt e : Pkt
(PO TV, PR S - L
| )
ja—m AN ----——-——--l :

o admik Pkt Cinto queue.),.'u‘;-_ current queue

len 1S £2wmin

e2dmit okt C(into queue),with probability
P, if current queue len is in ‘nterval

_ Lwmin, wax]

_edrop pkkt (from queue), if current queue

len is > maot
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Switch 53

olet Mink"™ dencke ";an.ou’cPut interface

o2 switch can be designed as: memory,
bus, or a crossbar_

o Memory : —
i

s -
° 1

oBUS:

crame_’ inpu k&

ot
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1P Acid resses 60 -

o interfaces:

» e2ach interface has an 1P addvess that
consisks of 32 Bits and can be rvepresented
by &4 integers (each is bet. 0.255) sepavated

b‘d do[’_S b a-b-C¢4_.

o ablock of consecutive TP addresses can be
represented by (a.b.c.d)/x, where
(a.b.c.d) is an IPaddress and x is an_
integer bet. O amd 32 called a subnetwork

m a sk

o a block (a.b.c.d)/x has an IP address
(2'.b'.c'.d") 1FF x left_most bits in
(a.b.c.d> equal  x left - most  bits in

(a'. b. . Co.d')
|



enetwork example:

Rou{:'mi Table | o1

223.1.1.255( 1 223.1.1.129

Roku,i‘ce r

2

[

add block
OF N’el:".l =

223.1.1.128

223, l.l.lZS/z:s dﬁww 223.1.1.0/25
‘Rest of Internet™

223.1.1.0{ | 2dd block of

Network 2=

o Youting table of rvouter:

ik dst ofF p\(t 1S in block..

Hhen forwsard pkt to ].nﬁrFaces. |

othey

~ 223..0.0/25
223.1.1.128/25

|
0]
2

oif dsk of pk‘h s in t\.m% or more blocks in &

routing table, choose| block with the largest

subnetwork mask x|




R ,A,\Ioc_aj:_i_ng_ Fixed 1P Addresses 62

~ o« ICANN (TInternet Corp. for Assigned Names
—_and Numbers) assigns a block of IP addresses

Yo an ISP which __._d__i_yid_és.-,‘.,hhe,gblo,cki_n.’r,.o smaller
‘blocks and a ssigns. ,‘\‘.\ne;n,_‘tq ks client nets

_.“‘exa\y\gple; e - o

(200.23.16.0/23)
(200,23.28.0/23) —
_ (200.23.30.0/23)




Allocating Tevnpor.érq 1P Addresses 63

o when a client host cb,becomes in_ 2 new

nekwork and ch is nit assigned any 1P
address that belongs ta this network,
then the DHCP.client ¢ in ch communicates

withh  same DHCP_server s in the network
o the result of this communication is for
¢ to obtain for 1 hour an IP address, that

be\onqs. to the né’owork., from S.

o DHCP stands ?or: D,gnamic Host
Conpigura\:ion Prak o col

N



bHcp 64
o DHCP  has  four mgssages-
C e S: Discover ‘(DHCP) :
— Ca—S:0ffFer (2 temp. IP add.ress)
¢ —p 5: Request ,,,,(an offered IP addvess)
Ce—5S: Ack (.a,g‘r,.ee, to the request)
\

ereason for the _r.e,eiq.ues\:_ and ack messages
15 that wany DHCP servers can make
_different offers ta the client and the
client ends up requesting only one of
_these offers |

o DHCP runs on 'Cpp o? UDP The R
Server runs ol top ot Por':‘ 6+ ano\ l:\ne
client runs on ,Eo..\:e. of ?o__"_b 6%.



DHCP Messages 65

e Discover:
svc.»:.'::".f:)_._o.t:)'“‘L

= port €8 UDP
dst - 255.255.255.255 part 6% UDP_
offered 1P address- none
by server=z nane
Ear period= none
Seq nuwmber = | 516
e Offer: | _ T
Src = 223.4.2.5 __pork 63 UDP
_dsk =255,255.255,255 porkt 68 UDP
offered TP add ress . 223.1.2.159
by Server= : 223 1.2.5
for period = | . ~ 41 hour
Seq number = j B— __8\6

* "da nok 'rep\g l:o Ehis 1P addresg"

_* "bhis msq is dje,s\c\ned ko all hosks"”
“in_same subnekt"



_DHCP Mess aéf.s (Continues) 66

o Requesk:
S¥€ -20.0.0.0 -
dst = 255.255. 255, 7.;55
offered [P address—
bg Serveyr =

pork 6% UDP
.Po!r.‘: 670VDP
_2T3IN2.059
23 .1.2.85
4 hour
517

?a_r..,,,pEr\od -
_ Seq h_uW..\b,,E.,\" - |

sSrc =223 V1.5 Q o ,?o‘rk:_ 67T UDP

dst-2855.255.255, 255 port 62 LDP
offered 1P 2dd ress- 223.7,2.189

\93 Servevr = 223 .17.2.5

for peiode.. A hour
_5eq number=

s\z



Internet Control Msg Probocol (ICMPY6Z
_oif pkk p is dropped before reaching its dst,
__then ?kt q s ..Sent...l?a_ck_ to sre of P ko

inform it that P k.as been dropped.

.IP heacler of q has:

.Svc = 1P address oF Campuher w\nere P

,,,,,, N , s dropped _
~dst = IP address of src oF P

° dal:a oF q \nas _ o
_JCMP_header (bype, code) descn\omg
~why p is dropped
- 1P header ofp
- 8 Bytes of data of o

o examples of ICMPhie.ad_et 2

type | code descr‘rp\-'non

3 o |dst nel: unreachable

a | '1 | as \nosh -unreac\nab\e' R
“ + == ] exp.red , ——
12 [ o |1P header bad




IP Headers 63
.Ipv‘r header : ‘
includes Fol\owing Fiields:

-version of 1P (=L4)
-TTL . (at most gu)
-Upper layer Pro\‘o@_l (UDP, TCP,1CMP)
1P checksum® (2 Bytes)

- 1P addvess of svc (4 Bytes)
- 1P address of dst (4 Byt es)

e IPv 6 header: |
includes Fo\\o.w'sng Pl;ehis:

_nersion of 1P (=6)

- traffic .c\as;s

- Flow | _

- bhop limik | (at _most 64

- nexk header (UDP, TCP,1CMPY

AP .a.ddress@? src (16 thés),
1P address oF dst (16 Bytes)

—

% 1Pvé header ha&‘. no checksum



Inbernet Trangition from 1P4toIPs 69
o this +ransition w]ll,;take_ decades to
Comp\ehe__ |

o during this Yransition, many Compukers
will be using 1P4 only while others
will be using 1P4 and IP6

o to Ervansmibt pktsfbe\:. Computers that
use IP4 only and those that use 1P4
and 1IP6€, employ 3 technique “Pkt
tunneling"

o an example of __Pkt _tunneling 1S
discussed next |



Pld: Tunn_elliﬂ E.x.amp_le., %0

L 4

Al Je ] lc] In
iPe | |IPe | |IPs4 1Pé
pkt 1 pkt2 pkt2

o Consider a pkt generated at host A, then
transwitted H'Wou.é\n routers B 24.d C, and
Finally reach host D. A,B,D use both

. IP4 and 1P6 and (C uses 1P4 only

o first the pkt s ransmitted as Pktd
from A o B. Then i} is dransmitted as bkt2
Erom B to C and ‘@Ft_qm C %t D:

o pkt4 = (TP, next header..,syc A, dst DD

o pk2 = (1P4, _p_ro}oc& 1P, svc A, dst D,
(1P6 , next header.., stcA, dst D‘))
- _pktd
—epkbi is"bunneled! inside pktz




Private Networks 71
oIP addresses used | in one private network
are also used in all private networks

o €xample: assume that the IP addressels
in_2ll private networks ave taken from
the 1P addvess block (10.0.0.0/24)

o assume also that 2 _prival:e net N has
a_web clienkt ¢ ruaning on qut33450,in
host ch  whose IP}.ad.dr.ess is (10.0.0.8)

o 2lso assume that client ¢ needs to send
—pkt1 to a web server s running on
port 80 in host sln whose IP address is
(138.1.4.7) and C needs to rcv later a
._Freply pkt4 From. S.



Problem of Private Networks 72

othe Ekwo ,pkts..pk@i and pkt4 ave
defined as Ffollows:

. pkk4: (src=10.0.0.5, src porkt=33450,
dst= 138.1.6.3, dst pork = 80)

?ktll-: (src = \38.1._14.'?, src port =80, |
dst=- 10.0@o.5, dst Po,rt; 33450)

i

othere is a problem concerning vouting
of pkt 4. T solve this problem, use the
bechnique of Network Addvess Translation
(NAT) |



Network Address Translation (NAT) 73
oafter pktdl is qgenerated by c, it is
. routed inside private net N unkil ik
reaches rouker R that conneckts N with
rest of TInternet |

o R Eranslates pkt1 to pkk2 as fallows:
pkt2: (sre=993.2.7, sve port = 50001,
(dst=138.1.6.7, dstport=80)
where src=99.3.77 is the TP address of the
inferface that connects R with vest of Internet
and src pork= 500_01; 1S Selected randomly by

R

o finally, R forwards pkt2 to its dst and
adds {-\ne Fo\\o_w_'\l_f\g énkrﬂ to '.\:s.NAT_table.-_

, dS#;V‘qu.B.'.}.? _ | _dst;__nq.o.o.s |
dstport-50001 dstporkt =233450

o when s revs pktz.,il:: computes pkt3asfollows:
PktB 2 (src.—;lBB;L.‘e.?, svc pork =80,
oo dst299.3.3.3, dst port = 5o00l)
and  Forwards pkta to its dskt




NAT Con\:‘mues 74

o when R revs pkl:;B, ik uses its NAT
table to transla\;gf pkha into pkl:’-l-

and forwavrds Pkl:}# b its dsk (over
the private net ND



Pkt Routing_ in Inter net | 5

o Internet consists a? networks. Each s
either an  access network or an ISP
nebwork. Each network is called an
Autonomous System (or AS)

o Lo hgpes of roukin g P'm‘:of*o‘s n
Internet: |

o Inkra.AS Routing Probocols:
~rouke pkks within one AS

. Ro.,u,\:i_ng i'[n‘?orma.’cion Protocal
(RIP)

2. Open Shorkest Path First
(OSPFY |

o Tnker AS Routing Prokocols:

rouke P_k.\:,s,? acress multiple ASes

3. B an;\..er§ Gateway Protocol
(BGP)



Routing Tnformation Protocol (RIP) 76
o €2ch vouter in AS, thakt uses RIP, has a
rou\:inﬂ_ table with |3 columns

rouki ng. table oFA

dst [ # hops |best néh

“reach reach
subat dst dst |

‘u Y 2

3 1

o+ RIP is appl. running on top of UDP port 520



_ Operation of RIP 77
. €ach vouter in AS,that uses RIP, sends its
roukting tabe (in 2 RIP advertisement msg)
to each adjacent [rouker in AS every 30
seconds.

_owhen A  raouker revs 2 routing table from
~an_adjacent router, it uses the rcvd
|

kable Y update its own table

¥ 2 router does r{ob _rcv _a roubing table
From an adjacent router for 120 seconds,
it considers the zilcljacen_b rouker dead

—and _updates its  routing table accordingly

—es eventually the routing tables of all routrers
in_AS  assume thé‘\r,,. corvect entries



Example of R1P Operation 78

o Network that uses
RIP

oinitial RT oF A

.initial RT ,f B:

« RT of B after reving

mitial RT of C:
e RT of A after rcving
RT of B:

e RT of A after B

becomes "dead"

- P.R.G

u
v

1
i

E4

[Ty

. qu
N >

O

RE ¢

wp P

lmm'u

RS?:;:
.

15

o when 3 hops to reach dst

From A is |5

_(max_value), then +his means dst is not

reachable from A

RT stands for rou@:ing table



Open Shortest Path First (0SPFy 79
s EVery 30 minutes edch. router in AS, that
uses OSPF, broadcasts its local state to
every other ..rouheri in AS _

L umSubnet' _

' - - | route
\.O.._C..Z;.\ S{' a_’r.e ..OF A, g A:\-_/x ° i

local state of B: it B L th
local skateofC ¢ )
1€ %

o €3ch router, say A, puts all revd local

states together to construct global sktate of
AS and Compuke IES_ routing kable.

9lobgl state of AS: routing table of A

3 > dst | best ngh to
I reach dst
Al==Tg 3 u o=
- ))4 a B
C w -
s e -
3 | B i
3 [ ————




Border Gate way Fro’cQCo..\ (BGP) 8o
o A router that is connected to computers in
two aor more ASes is called gateway

_ « BGP inform each roui;\:er R how to route ,
_pkes Yo an _‘IP,,,p..reEi.x ?F (i.e. block of 1P

add resses) that is ._*us.e‘d in_ ASi different
_Prom ASy, where R s located:
ASi | Asj

e ———

| _______ O
o | ‘l ‘
| S———— | RN "I

e BGP consisks of ‘Luoo ?arks
_i.external QGP (eBGP)-

informs eac_._\r:',\,_ g.a,.\:.e.wakg

|
|
o

i internal BGP GBGP).

infForms _each router that is not a

_ ,qai'. eway ‘L
1

s e2ch router has a ..,B.GP roubing table :

preF‘x in anot\ner best nqh toreac.h |
1AS pran(

—




External BGP 8l

o there is a TCP <onnection bet.

- each twao gateways in same AS, and

- each two "adjacent" gatways in different
ASes

o these .gakewmj paits _ave called peers. They
send fﬁ“te aclverl:isdmen\:s s Follows:

(prefix, AS. path, next.hop)

SASL__ o Asz AS3__
4 —— i ."' i

E - 23 wurva— ) :‘E‘ 2 ; '
: u

w1 ,L__Q.E?JIEL T 2
advertisement 1: (pf, (AS1) ,>)
adverkisement 2. {pF, (ASY; AS2), 4)

o €2ch qgateway Aior Bj adds an entry
o ks BGP rouh\ng ta\o\e_:

A2 : (pf, 81). B2: (pF,best nghtox)
A3 :,(?F, 31'—).,i



Inkernal BGP 82

_ethevre is a TCP cannection bet. each two
routers in the .SaéneAS,..PravidedIone of
them s a- gateway:

' Oh"ls

_ASE L AsE
, ‘l _ : adv "— adv_ I|
e |B .*“*'ﬁ-ft?_cit
— 1 " < . 1
1 i - 1
i d

)
— pp \w@: ;
|

i
{
t
{

adv . (pf, (AS4,..,AS{),x)
24w - CPF, x)

e ach voukter that is not a.,,gal:Cwa.;_.,_adds
2n Ev\.\:'r,g Yo iks BGP tou__t.in.s,table.:;
Cy = CpF, .b:.es\.‘_. ngh ko reach x)



Braaclcasl'.‘?rotocols 83
o2 broadcast network

is_an undirected
connected graph (N, E), where each node in

N represents a routed and its attached

hosts, and each edge in E represents a
subnetwork. |

. Perio.clic.aug,,. each node generates a msgq

that wneeds to be broadcasted to every node
in_the network |

s one prokocol for br_c?aclas\:iv\g qenevated wsgs
to every node in the network is called
the broadcast FlOOd;iV\ﬁ protocol




Broadcast Flooding Pratocal B84
o each (broadcast) msgq is uniquely “dent Fied
by Cu, sq), where uis the node that
genevated the msg;,,,av\d $q s seq#
_genevated by u for the msg

e e o | ST _... S
oif latest wsg genera\:ed by\is (u,5q), then

next msg general‘.ed. b,g uis (u, Sq-,;.l)', and u
_forwards 2 copy "QE msg Yo every neighbar of u
o each node v n the network keeps track of
_seq#t of latest msq that 2 node u

generated 2and node v revd.

o when 2 node - rcvs a2 msg (U, 59) Prom a_
neighbor w, and U observes that sq< seqy
ot the latest wsgq that u generated and

- vevd, then v d;;cards the msg.Otherwise,
T Forwards . Copy o‘: msg to each of -v’s

neighbors other l:.hpn wo
!

|

i
|

i



Mull:'\ca.:;\: Protocols g5
e 2 wmulticast network is a broadcast network
(N, EY, where some ;io_F the nodes in N ave
called mg.nodes to |signify that these nodes
belong Yo same wmulticast group.

o the mg.-nodes in 3 _mulkicast network
satisty three _Condii\:ions: _

1. for every pair of mg.nodes u and-v;
there is a P.a{:k of mg.nodes that
connects u and <~

2.the net uuo.rkj has no cycle whose
nodes are all_mg.naodes

3. each mg-\node Kwnows every neighbarins
W\g..no_de |

o periodically , each wing_nodes generates a
Msq +hat needs to be wmulticasted to every
mg.._m.od_e in_nek w,onf-k. The multicast Etree

Proi’.ocn\ (nexkt) canp be used.

|
|
{



Multicast Tree Protocol 86

o periadically, each hng!..n.ode.. in_the network.
—generates a wmsq then forwards a copy of
the msg to every neighboring mg-node

o when an wmg.node v rcvs a2 msg Froma
neighboring .mg..._no;cl.e w, then <~ Forwards
2 capy of the msg ko every n.ei..gh,bori..ng

~mg_node other than w



